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Coprocesseur ARM (1/5)

* Coprocesseur ARM ¢pl15
* Instructions privilégi¢es mer, mrc
K1 28 27 24 23

21 20 19 16 15 12 11

Cond 111|110 L CRn Rd 1

CRm

|
Opcode_1

* [Lecture

* FEcriture
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Opcode_2

MRC{cond} P15,<Opcode_1>, <Rd>, <CRn>, <CRm>,<Opcode 2>

MCR{cond} P15,<Opcode_1>, <Rd>, <CRn>, <CRm>,<Opcode 2>

Dans un processeur ARM, le coprocesseur permet d'accéder a des informations de
type systéme comme |'adresse physique de la table de page de premier niveau.

Les registres de ce coprocesseur sont manipulés exclusivement au travers des

instructions privilégiées comme mcr ou mrc.

Le registre de contréle (aussi appelé CR pour Control Register) est présenté ci-dessus
et contient des informations relatives a la configuration de base comme I'activation
de la MMU, le test d'alignement sur les données, I'emplacement de la table des

vecteurs, etc.




" Coprocesseur ARM (2/5) R

Instruction Operation
WL P15, @, A, ¢5, cb, @ Read Dota Fanht Status Register

WRC p1S, 0, A, <, €D, @ Read ID Code Register WCR pIS, 0, Ads, €5, €0, @ Write Data Fault Status Register
W0 p1S, O, A, o, €8, 1 Read Cache Type Register MRC p1S, @, A, ¢S, €0, 1 Read Instruction Fault Status Register
C P15, 0, Ab, <, @, 3 Read TLB Type Register WCR P15, 0, B, €5, o0, 1 Write Instruction Foult Status Register
WRC plS, @, R, b, @, § Read CPU ID Register
MBC plS, 0, R, b, cb, @ Read Pros Feature Register 0 MR p15, @, R, cE, B, B Read Fault Address Register
WC plS, B, A, @, ¢1, 1 Read Proc Feature Register | MR pIS, 0, A, €6, €0, 0 Write Fauh Address Register
WRC plS, @, R, b, €1, 2 leldnglﬂmltrsmu-ll WRC p1S, 8, Rd, 6, B, 1 M“‘Hﬂlp\l'll l-"lllllmkc‘i:m
W8C 915, 8, A, b, 1, & Read Memory Feature Register 0 WER pIS, 0, s, €6, €@, 1 Write Waichpoint Fault Address Register
WL pls, 0, Ad, of, c1, 5 Read Memory Feature Register | WCR pl5, 9, Bt c7, cb, & Wail For Interrupe
MR plS, O, A, b, 1, & Read Memory Feature Register 2 WRC plS, 0, Rds, 7, o4, @ PA Register
B p1S, O, Ads, o, cl, 7 Read Memory Feature Register 3 WCR pIS, O, s, cF, 5, @ Invalidate Entire Insiruction Cache Regisier
WL plS, 8, Ab, o, 2,0 Read 1A Feature Regisier 0 MCR pl5, @, b, <7, ¢5, 1 Invalidate Instruction Cache Line (using MVA) Register
MRC plS, 0, Ad>, b, 2, 1 Read ISA Feature Register | WCR pl5, 8, G, <7, €5, 2 Invalidatc Instruction Cache Line (using Index) Regisicr
WO PIS, 8, A, @, 2,2 Read ISA Feawre Regisier 2 MGR 915, 0, B, 7, €5, 4 Flush Prefetch Buffer Register
WO pls, 6, Rb, o, 2, 3 Read 1A Featurs Reginier 3 WCR pIS, 9, s, ¢F, ¢S, 6 Flush Entire Branch Target Cache Register
WCplS, O, Ab, of, 2, & ReadISA Fealure Regisier 4 WER pl5, 0, A, 7, ¢5, 7 Flush Branch Target Cache Entry Register
MRC plS, @, A, cl, o, @ Read Control Register MR pls, 0, &, 7, C6, @ lInvalidate Entire Data Cache Register
MR pl5, 9, A, c1, cd, @ Write Control Register MR plS, 0, A, ¢7, 6, 1 Invalidate Data Cache Line (using MVA) Register
MR pl5, O, A, cl, cb, 1 Read Auxiliary Control Register WCR piS, O, &, 7, ¢6, 2 Invalidate Data Cache Line (using Index) Register
MR plS, @, R, cl, b, 1 ‘Write Auxiliary Coatrol Register WE pls, 0, &b, o7, 7, B lavalidate Both Cachies Register
MRC plS, 0, Ads, cl, b, 2 Read Coprocessor Access Control Register WCR pls, 0, d&ne, €7, <8, 0 VA 1o PA with privileged read permission check Register
WCR pl5, 0, Ags, €1, 8, 2 Write Coprocessor Access Control Register MR pIS, @, m, 7, €8, 1 VA 1o PA with privileged write permission check Register
WRC 1S, 9, A, €2, B, 0 Read Translation Table Base Register 0 WCE pls, 0, din, 7, cB, 2 VA to PA with user read permission check Register
MCR plS, 9, R, c2, b, @ Wrike Translation Table Base Register 0 WCE plS, 8, &m, 7, c8, 3 VA 10 PA with user write permission check Register
WRC pl5, 9, B>, 2, 0, 1 Read Translation Table Basc Register | WR pl5, 8, >, ¢7, €10, @ Clean Entire Data Cache Register
WR IS, 0, A&, 2, @, 1 Wil Translation Table Base Register | MCR plS, @, s, €7, 18, 1 Clean Data Cache Line (using MVA) Register
W< 915, 8, B, 2, 8, 2 Read Translation Table Base Control Regisier WCR p15, @, A, ¢7, c18, 2 Clean Data Cache Line (using Index) Register
WR plS, O, R, <2, @, 2 Wil Translation Table Basc Control Register WCR p1S, 9, s, ¢7, €10, & Drain Synchronization Bamicr Register

- = WCR IS, @, >, c7, c10, 5 Data Memory Bamier Register
BC 15, & A, O3, B, 4 R Tcuetia Aiccims Coftin gt WCR pIS, @, s, 7, €14, ©  Clean and Invalidate Entire Data Cache Register
MR plS, O, Ads, €3, €8, @ Wiite Domain Access Control Register WR piS, 0, &>, ¢7, €4, 1 Clean and Invalidate Data Cache Line (using MVA) Register

0, &, oJ, ¢4, 2 Clean and Invalidate Data Cache Line (using Index) Register
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Coprocesseur ARM (3/5)

Instruction

Operation

WE p15.0, As, of, O3,

lvalidate Instruction TLB Register

MR p1S5,0, A2, <8, (5, 1 lovalsdate Instruction TLB Single Entry Registier

MR p15,0, A, B, (5, 2 lvalsdate Instruction TLB Entry on ASID maich Regisier
MR plS,0, A, cB, (5, 3 Imvalidate Instruction TLE Siagle Eatry on MVA caly Register
MR 15,0, Ad, b, C6, 0 lavalidate Data TLB Register

R 15,0, A, cf, 06, 1 lvalidaic Data TLB Single Entry Register

WR 15,0, A, ¢B, C6, 2 lavalidate Data TLB Entry o ASID match Register

WR IS0, b, cB, C6, 3 lavalidate Data TLB Single Entry on MVA oaly Register
R p15.0, A, B, 7, 0 lmvalidate Unificd TLB Register

MR plS.0, A2, 8, O, 1 lovalsdate Unified TLB Single Entry Register

WR pl5,0, A&, B, 7, 2 Iovalidate Unificd TLB Entry on ASID match Regisier
WE IS0, Hib, ¢8, €7, 3 lavalidale Unified TLB Single Entry o MVA oaly Register
WRC plf, 9, K-, <9, o, @ Read Data Cache Lockdown Regisier

MR plf, O, R, €9, D, @ Wiite Data Cache Lockdown Regisier

WRC IS, 0, s, 10, b, @  Read TLB Lockdown Register

MR plS, 9, Rds, c18, o, @ Wric TLB Lockdown Register

WRT plS, @, A, 19, 2, @ Read Primary Remap Register

MR plS, 8, Ads, cO0, c2, @ Write Pnmary Remap Register

WO plS, 9, e, 18, 2, 1 Read Normal Remap Register

WE pIS, 08, fe>, c10, c2, 1 Wrile Normal Remap Regisier

MRC p1s, 8, A, <13, o, @ Read Process 1D Register

R pl5, 8, i, 13, o, @ Wrike Process ID Register

WC 515, 8, s, c13, ob, 1 Road Content ID Regisier

WE plS, 0, K&, 13, o, 1 Write Context [D Register

MR pif, 0, Rés, c13, o, I Read Thread ID User and Privileged Read Write Regisier
MCR 1S, @, R, €13, ob, I Wrike Thread I User and Privileged Read Write Register
WL pls, @, R, 13, o, 3 Read Theead ID User Read oaly Register

R plS, 9, RS, 13, 0, 3 Write Theead ID User Read oaly Register

MR pifs, 0, Rés, c13, ob, & Read Thread 1D Privileged Read Write only Register

WE g5, 0, s, c13, cd, 4 Write Thread 1D Privileged Read Write only Register
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Instruction Operation

MRC pliS, 0, R, <15, 12, @ Read Performance Monitor Control Register
MCR plS, @, <Rd», 15, <12, @ Wrie Performance Monitor Control Register
MRC pl5, @, <Rd>, €15, c12, 1 Read Cycle Counter Register

WCR pl5, @, <Res, <15, c12, 1 Write Cycle Counter Register

MRC pl5, @, <Rd>, 15, €12, 2 Read Count Regisier 0

WCR pl5, @, <R, €15, €12, 2 Write Count Register 0

WRC pls, 0, <Rd>, <15, €12, 3 Read Count Register |

MR pl5, @, <Rd», c15, €12, 3 Wnite Count Register |

MCR pIS, 5, <Rtb, c15, c4, 2 Read Main TLB Entry Register

MR plS, §, Rd>, 15, ¢4, 4 Write Main TLB Entry Register

MRC 1§, S, Rd>, €15, ¢5, 2 Read Main TLB VA Register

WCR pl5, 5, <Rd>, €15, ¢5, 2 Write Main TLB VA Register

MRC plS, §, <Rd>, 15, ¢6, 2 Read Main TLB PA Register

MR plS, S, Rd>, 15, €6, 2 Write Main TLB PA Register

MRC p1S, §, <Ra>, €15, ¢7, 2 Read Main TLB Auribute Register

MCR p1S, S, Rdb, €15, €7, 2 Write Main TLB Auribute Register

MRC pl§, 7, <Rd>, <15, c1, @ Read TLB Debug Control Register

MR plS, 7, <Rdb, €15, 1, @ Write TLB Debug Control Register




Coprocesseur ARM (4/5)

* Activation/désactivation de la MMU

3130 29 2827 26 25 24|23 22 21 20/19 18 17 161514 1312[11 10 9 | 3210
cl vii|z Reserved  [C|A|M
Reserved | | I-—-EE I-LA-—-] l—-RRbit ]-——swm
TE Reserved
AFE NMFI
TRE
[o] M bat Banked Enables the MMU:
0=MMU disabled. This 1s the reset value
1 = MMU enabled.

Mise a jour du registre de contréle
mcr pl5, O, rO, cl1, cO, O

mcr pl5, 0, 0, €1, c0, 0
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Coprocesseur ARM (5/5)

s Conﬁguration MMU

Op1 CRm  Op2 ‘ Name ‘ Type ‘ Reset Description
o c0 0 TIBRO RW - Translation Table Base Register 0
c2 1 TIBR1 RW = Translation Table Base Register 1
2 TIBCR RW DxB0000000% Translation Table Base Control Register

a  In Secure state only. You must program the Non-secure version with the required value

® Conﬁguration du controle d'acces

Op1 CRm Op2 Reset Description

Name | Type

c3
0 c0 0 DACR RW - Domain Access Control Register
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Gestion de la MMU (1/3)

e La MMU d'un processeur ARM est accessible via cpIS

° Regisrre c2

® Adresse physiquo de la table de page de premier niveau

adr r@, pgtable_11 @ phys. address of L1 page table

=Wk

mcr pl5, @, ro0, c2, co, @

(= W ¥, ]

7 pgtable 11:
8 .Space 4096 * 32
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Les registre c2 et ¢3 du coprocesseur cpl5 permettent respectivement de configurer
I'adresse physique de la table de page de premier niveau ainsi que les droits d'acces
aux différents domaines.

La notion de domaine permet de sécuriser les accés mémoires a un premier niveau,
lorsque |'acces mémoire se fait au travers de la MMU. Le mécanisme est décrit dans
les pages suivantes.
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Gestion de la MMU (2/3)

® Domain Access Control Register (DACR)

® Protection des accés mémoires (16 domaines de protection)
e Verification des bits de domaines au niveau PTE
@ Dépend du mode d'exécution

NVBBWR25MD2N0191817T161514131211108% 8 76 5 43210

DI5|D4|D1I3D12)DNM|D0| D5 | D8 | D7 D6 (DS | D4 | D3 | D2 D1 | DO

Bits Name Description

D<n>[2] The fields D15-DO in the register define the access permissions for each one of the 16 domains.
b00 = Mo access. Any access generates a domain fault.
b0l = Client. Accesses are checked against the access permission bits in the TLB entry.
b10 = Reserved. Any access generates a domain fault.

b1l = Manager. Accesses are not checked against the access permission bits in the TLB entry, so a
permission fault cannot be generated. Attempting to execute code in 3 page that has the TLB eXecute
Never [XN) attribute set does not generate an abort.

{31 n is the Domain number in the range between 0 and 15.

@ Set all Domains to Client.
ldr rl, =0x55555555
mcr pl5, @, rl, ¢3, c@, @ @ Write Domain Access Control Register.
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Les accés mémoires peuvent étre sécurisés grace a la notion de domaine. On peut
disposer de 16 domaines distincts, chacun pouvant disposer de sa propre politique.

Il existe ainsi 3 politiques principales encodées sur 2 bits : aucun acces autorisé, un
mode client activant le contréle d'acces, et le mode manager autorisant tout acces.

Un registre principale — appelé DACR (Domain Access Control Register) — indique le
mode courant (aucun accés, mode client, mode manager) permettant de prendre en
compte ou non les politiques attribuées aux domaines.

Lorsque le mode client est activé, la MMU vérifie les bits de permission (Access
Permission) encodés dans la PTE pour valider I'accés mémoire. La définition des
bits AP sont décrits sur la page suivante.
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Gestion de la MMU (3/3)

® Access Permissions (AP)

APX AP[1:0] Privileged permissions User permissions

0 b00 No access, recommended use. No access, recommended use.
Read-only when S=1 and R=0 or when S=0 and R=1, deprecated. Read-only when S=0 and R=1, deprecated.

0 bo1 Read/write. No access.
0 bl0 Read/write. Read-only.
0 bi11 Read/write. Read/write.
1 b0o0 Reserved. Reserved.

1 b01 Read-only. No access.
1 b10 Read-only. Read-only.

1 bll Read-only. Read-only.

* Support du bit APX optimmcl

® vaut O si pas de support
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Les bits de permission sont codés sur 2 bits (voire 3), et sont utilisés pour définir le
type de permission : acces en lecture et/ou écriture, ou aucun acces autorisé, selon
le mode d'exécution du processeur.

La PTE peut contenir plusieurs paires de bits AP permettant une granularité
inférieure a la taille de page mappée (on parle alors de sous-page); la méme PTE
représente la méme page subdivisée en sous-pages pour lesquelles des permissions
différentes peuvent étre attribuées. Par exemple, une page de 4 Ko est constituée de
4 sous-pages de 1 Ko.
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Tables des pages (1/6)

31 929% 12 11 0
il iz offset

I
/ 32 bits
Taille de la table de niveau 1
= 210%* 32 bits = 4 Kbytes
Taille de la table de niveau 2
= 210* 32 bits = 4 Kbytes

Taille d'une page
= 212* 8 bits = 4 Kbytes
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Adresse

virtuelle

2 10
entrées

Table

212
entrées

32 bits

L'exemple ci-dessus montre un découpage possible de I'adresse virtuelle en trois
parties : l'index de niveau 1 codé sur 10 bits, I'index de niveau 2 codé sur 10 bits
également, et I'offset codé sur 12 bits. Il s'agit d'un découpage habituel sur un
systéme 32 bits de type x86 par exemple.



Tables des pages (2/6)

® l’aginationé deux niveaux sur ARMv7

® Les registres TTBRO et TTBRI contiennent les adresses
ph}-'siqucs de la table de page de premier niveau.

Level 1 table

“TTBRO or TTBR1 |—»
1MB N Level 2 table
Section — memory [
region 64KB
Large page +—» memory
Popaiee ‘Repeated |  Page
16 times' T
16MB Large page
Indexeq hy‘ Supersection \——» memory
VA[31-N:20] R : Indexed by
jRepeated o, fegion "\ 110:12)
116 times' AL
Supersection 4KB
Small page —# memory
page
j -

™

1 When using TTBR1, N is 0. When using TTBR0O,0sN < 8. s :
) ) - » See text for more information.
t Repeated entries required because of descriptor field overlaps. |

Un coeur ARM supporte différentes granularités de mappage. A partir de la
génération des CPUs ARMv7, il est possible de réaliser un mappage de page de 1 Mo
(appelé section), de 16 Mo (supersecton), ou des pages de 4 Ko (small) ou de 16 Ko
(large).

Dans un noyau Linux, on utilise fréguemment les mappages de section (zones
contrblées par le noyau, zones 1/0) ainsi que les pages de 4 Ko (zones utilisateur et
certaines zones noyau).

La structure de la table des pages de premier niveau est commune aux différents
types de mappage, a savoir une table de 16 Ko contenant 4096 entrées (PTEs) d'une
taille de 4 octets (32 bits) chacune. Les bits d'une PTE de premier niveau permet de
déterminer le type de mappage.

La structure des tables des pages de second niveau varie en fonction du type de
descripteur, selon que le mappage s'effectue sur des pages de 4 Ko ou de 64 Ko. Les
deux types de descripteur sont présentés sur les pages suivantes.
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Tables des pages (3/6)

® Descripteur

de PTE de premier niveau

31 | | | | | | | 210
Invabd IGNORED |0|0
31 | | | | | wos8| s54j3210
Page table Page table base address, bits{31:10] I ] Domain | ] |o|1
MPLEMENTATION DEFINED —| res0-|
NS
PXN
31 | | 20[10 18 17 161514  12]11 10 9 8| 543210
Section | Section base address, P3120] | [o] [s] | [ T pomain T Te[e]1]
NS ng- xN- PN~
J‘“’RIJ
TEX[2:0}
AP[1:0]
IMPLEMENTATION DEFINED
31 | 24|23 20/1918 17 16[1514  12]1110 9 8] 54/3 210
Supersection 1] Is] [rexeo] || [ [c]s]]
Supersection base address, PA[31:24] —— | NS nG - xN- PxXN-
Extended base address, PA[35:32] AP[2]
AP[1:0]

0N DEFINED

Extended base address, PA[39:36]
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Tables des pages (4/6)

* Descripteur de second niveau

31 ! 1. | | ! 210
Invalid IGNORED ] 0 [ 0
31 | | | 16/1514 12/11109 8/ 6 5 4|3 2 1 0
Large page Large page base address, PA[31:16) |TEx12:a]| ]s, ] RESO ] c|3|0|1
xN— nG AP[1:0—)
APL]
31 | | | | 1211109 8| 654/3 210
Small page Small page base address, PA[31:12] |s[ |TEX[2:O]| c|a|1|
XN —

o Cours POS - Institut REDS/ HEIG-VD - Introduction

nG — AP[1:0)—
APMJ [1:0]
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Tables des pages (5/0)

* Description succincte des attributs de PTE

TEX[2:0),C.B
Memory region attnbute bits, see Memory region attributes on page G4-4077
These bits are not present in a desenptor for a Page table.
XN bin The Execute-never bit. Determmnes whether the PE can execute software from the addressed region,
see Execute-never restricrions on instruction fetching on page G4-4071
Thus but 15 not present i a descnptor for a Page table

PXXN bit The ged at Tut. Dy whether the PE can execute software from the region
when executing at PL1, see Evecute-never restrictions on instruction fetching on page G4-4071

Note
Memory accesses by software executing at EL? always use the Long-descriptor translation table
format.

When this bat 15 set to 1 m the descnptor for a Page table, it indicates that all memory pages.
described in the comesponding Page table are Privileged execute.never

NS bit Non-secure bit. Specifies whether the translated PA 15 in the Secure or Non-secure address map, see
Control of Secure or Non-secure memory access, FMSAvE.32 Short-descriptor format on
page G4-4045

Thus but 15 not present in level 2 descnptors. The value of the NS bit i a level 1 descnptor fora
Page table applies to all entnes m the corresponding level 2 translation table.
Domain Domain field, see Domains, Short-descriptor formar only on page G4-4073.

Ths field 15 not present m a Supersection entry. Memory descnbed by Supersections 1s i doman 0
Thus bit 15 not present i level 2 descnptors. The value of the Domam field mn the level 1 descniptor
for a Page table applies to all entnes i the comesponding level 2 translation table

An DMPLEMENTATION DEFINED bit
Thas bat 15 not present mn level 2 descniptors.

o Cours POS - Institut REDS/HEIG-VD - Introduction

15



Tables des pages (6/6)

® (suite)

AP[2], AP[1:0]

S bit

nG bit

Access Permussions bits, see Memory access control on page G4-4068.
AP[0] can be configured as the Access flag, see The Access flag on page G4-4074.
These bits are not present in a descriptor for a Page table.

Shareable bit. Used i determining the Shareability of the addressed region, see Memory region
atrributes on page G4-4077.

Note

The naming of this bit as the Shareable bit 1s cammed forward from early versions of the ARM
architecture. This name 15 no longer an adequate description of the interpretation of the bat.

Thas bit 15 not present in a descniptor for a Page table.

The not global bit. If a lookup using this descriptor 15 cached i a TLB, deternunes whether the TLB

entry applies to all ASID values, or only to the current ASID value. See Global and process-specific
mansiarion rable enmries on page G4-4089.

This bit 1s not present i a descriptor for a Page table.

Bit[18], when bits[1:0] indicate a Section or Supersection descriptor

0 Descriptor is for a Section.
1 Descriptor 1s for a Supersection.
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